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INFORMATION TECHNOLOGY COMMITTEE
Thursday, June 9, 2016

Dr. Lilliam Barrios-Paoli, Chair of the Committee, called the meeting to order at 4:05 PM. The minutes of the
May 12, 2016 Information Technology Committee meeting were adopted.

CHIEF INFORMATION OFFICER REPORT

Mr. Guido, Senior Vice President and Chief Information Officer, presented the Chief Information Officer
Report. He said that there would be two items to discuss: one Action Item and one Information Item.

Mr. Guido addressed the report’s Major IT Program Status Updates on a red-yellow-green color scale:
Meaningful Use (Overall yellow, Budget green, On-Time yellow); Electronic Medical Record {Overall yellow,
Budget and On-Time status green); Enterprise Resource Planning (all green); Imaging {Overall yellow,
Budget and On-Time status green); and Data Sciences — Analytics (all green).

Mr. Guido said that the Epic electronic medical record {EMR) is on track for deployment by the end of the
year for the next two sites: Jacobi and North Central Bronx Hospitals, along with several clinics.

He then spoke to some projects in progress:
CLINICAL INFORMATION SYSTEMS APPLICATION RATIONALIZATION PROJECT

Mr. Guido addressed the Clinical Information Systems Application Rationalization project. He said itis a
consolidation of our clinical applications.

Mr. Guido stated that with Epic, we will retire approximately 25% of our clinical applications. He said we are
doing additional consolidations, including Radiology, which will bring 11 different systems into one; and
Dentrix (dental), which will bring 12 systems into one by the end of the year. He also mentioned we are
looking to do more consolidations and we will be giving you briefings in the future on efficiencies and cost

Savings.
ENTERPRISE IT SERVICES {EITS) STAFF SURVEY

Mr. Guido said we will be cenducting a staff survey of EITS employees. He explained that in Aprit 2015, we
sent out our first survey and we learned we had to communicate more with our departments, We
corrected this by having monthly teleconferences, quarterly town hali meetings, and getting more
resources in the Networks engaged in what is going on. He said thanks to Mr. Martin and Dr. Raju, we were
able to deploy a telecommunications policy to do remote work, which will help us tremendously over the
coming maonths.

Mr. Guido said we will be conducting another survey to see if we are doing what we promised as well as to
see what other issues there might be. He told the committee that we want to keep engaged with our EITS
employees.

Dr. Barrios-Paoli said you mentioned Epic. We want to congratulate you for the incredible job done.

Mr. Guido expressed his thanks but indicated that we have a long way to go. He said we have a great team
with Clinovations and our new employees who have really strengthened us as well.

Dr. Raju said that at a recent meeting a physician was speaking very highly of the Epic system and your
efforts are appreciated.
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ACTION ITEMV #1:

Mr. Guido presented to the Committee the following resolution for Deloitte implementation contract:

Authorizing the New York City Health and Hospitals Corporation {(“NYC Health + Hospitals”) to execute a
contract with Deioitte Consulting, LLP to provide impiementation services for the PeopleSoft Enterprise
Resource Planning (“ERP”) System. The contract will be for a term of three (3) years with two one-year
options to renew exercisable solely by NYC Health + Hospitals for an amount not to exceed $18.2 million
during the initiaf three-year term.

The following EITS staff introduced themselves: Janet Karegozian, Assistant Vice President, Business
Applications; Elizabeth Guzman, Assistant Vice President, Finance; Barbara Lederman, Senior Director,
Finance; and Jun Amora, Senior Director, Supply Chain Services.

Ms. Karegozian spoke first to the presentation, “Contract Award for ERP Implementation Services - Deloitte
Consulting, LLP.” She asked for approval to award a contract to Deloitte Consulting, LLP for PeopleSoft ERP
Implementation Services. She explained that the contract will be for three years with two one-year
renewals, not to exceed $18.2 million. She stated that Finance, £ITS, and Supply Chain presented the
software contract for approval at the December 2015 Board meeting. She said once Mythics/Oracle was
approved as vendor, we were able to solicit for implementation services.

Ms. Karegozian stated Deloitte will provide ERP Implementation Services with finance, supply chain, and
project management expertise since they work with PeopleSoft Applications in health care organizations,
She said they would partner with us to establish standardized processes and best practices, as well as a
detailed project plan, design, interfaces, conversions, and maintenance activities.

Ms. Guzman gave a Business Justification in which she talked about the Current State: we have a financial
legacy system installed in 1977 and does not fully meet our current business demands. She said the systems
do not “talk” to each other and there is a ot of manual work. Ms. Guzman went to training and saw this
system is more transparent, not in silos. She said there are fewer entries and redundancies. She said ERP
will be a single source of data that will make for a better, user-friendly, and more efficient system. She said
Deloitte also works on best practices to make the system work best for us.

Mr. Amora spoke to the Procurement Process. He stated that the solicitation went out to 27 vendors,
including third party contractors and EiTS IT requirement vendors. He said two proposals were received
from Deloitte and HCI Group. Deloitte was selected because it was a standout based on our evaluation
{they scored 86% vs. 52% for HCI Group). He stated that they bring a wealth of expertise in PeopleSoft, ERP,
and health care. He said this team worked on the Aventis system — a very large group of hospitais.

Dr. Raju asked if they could explain why only two responses were received when the solicitation went out
to 27 suitable candidates. Mr. Amora responded that several non-responders were surveyed and they
indicated that they were either already committed to other projects or they did not have the necessary
expertise.

Dr. Raju asked if the market is that tight. Mr. Amora stated that there was one company that asked for an
extension. Unfortunately, we had a tight timeline and could not give them the one month extension, We
would not have moved forward had we not thought that Deloitte had the expertise and background to do
the job. Mr. Amora also told the committee that they solicited CMA, a minority- and woman-owned
company. He said they chose to partner/sub-contract with Deloitte rather than go it alone.

Dr. Raju asked if even five companies had applied instead of two, would it be fair to say that the price
would have been affected. Mr. Guido replied no, stating it was a fair price and pricing was kept secret.
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Mr. Amora said we were able to negotiate and bring the price with Deloitte from $26 million to $18.2
million. He stated that we were getting a deal and no vendors knew who the others were, nor did they
know each other’s’ pricing.

Dr. Raju said he was not afraid of collusion but when we make a bid, for instance, with Philips for MRI,
people find out. He said he was just surprised that so few made bids.

Ms. Lowe asked if this will extend to HR (human resources) processes as well. Mr. Guido said there will be
additional processes such as payroll and cost accounting. He said this will get rid of our current {paper)
timesheets.

Ms. Lowe said PeopleSoft has been HR-dominated and asked if that would continue. Ms. Karegozian
responded that it would.

Ms. Guzman spoke to the slide Approved ERP Budget. She said this slide was presented to the Board in
December 2015. It listed the ERP Projected Expenses. She pointed out that the Deloitte contract was
incorporated into Implementation Support.

Mr. Guido said the nursing time sheet will be a real-time interface with a holistic view.

Ms. Lowe said regarding nursing scheduling, her goal was to have this embedded in the real-time patient
status information.

Dr. Barrios-Paoli asked Mr. Guido if the inventory control would be bar coded. Mr. Guido responded yes,
that they were working with Paul Albertson and Mr. Amora on this. It will make Mr. Albertson’s life easier
because he will see what is being bought and where it is being stored. He said inventory control and cost
control are extremely important to us and it has tremendous benefit to our organization.

Approved for consideration by the full board.

INFORMATION ITEM:

Mir. Guido introduced Vikram Arora, Assistant Vice President and Chief Informaticn Risk and Security
Officer, who gave the following update on IT Security and how we are combatting threats in the field
today:

Mr. Arora thanked the Committee for allowing him the time to speak. He addressed the presentation,
“Security & Risk Management: An Overview.” He said we are sharing information like never before and this
creates risks coming from social media, cloud computing, etc.

Mr. Arora stated there is paradox that every technology we are using to implement Vision 20/20, including
DSRIP (Delivery System Reform Incentive Payment), EMR, and TeleHealth can all be used to inflict harm,
such as fraud and stealing heaith information. He provided the committee saying it can be used to inflict
physical harm by turning off pumps or life support systems. It can be a patient safety issue and not just a
revenue loss or reputationai damage.

Mr. Arora went over the presentation Agenda, including the questions, Why are we at risk? From whom? —
Threat Landscape; and What are we doing about it? He said that he would then talk about Cyberfu.

Mr. Arora started with, “Why are we at risk?” He said it is pure math and showed a graphic that listed the
costs of information that is at risk from cyber criminals. Healthcare — at $363 — was the most valuable. The
closest category after it was Financial (credit cards) at $215 and the least was Public at $68.

Mr. Arora said the reason that Healthcare is so high is the sheer quantity of information that we have in our
records. He said this ranges from Social Security numbers to medical procedure data, and people are willing



Minutes of June 9, 2016

Information Technology Committee Pg 5

to pay a lot of money to get this information. He said health care systems are not as mature in data
protection and it is very lucrative for hackers, so they try to get it.

Mr. Arora said the first virus was in 1980; HIPAA {(Health Insurance Portability and Accountability Act) was
passed in 1996; and it was not enforced until 2010. He said we are behind in securing technology we
adopted. He said EMR adoption was 5% a few years ago; now with ObamaCare it is 90-95%, but security has
not kept up in general.

Mr. Arora next spoke to Threat Landscape — It's a business out there! He gave a list of Prices for zero-day
vulnerabilities (viruses) for a series of popular systems, including Adobe Reader, Mac OS X, Android, and
Microsoft Word. He showed that the prices for a virus range from $5,000 — $250,000. He showed that
anyone can buy a list of every doctor in America for $114 and you can get 30 million emails sent in one
month for §13,340.

Dr. Raju stated that he thought Macs did not need virus protection. Mr. Guido responded that with Macs
being more prevalent, there is more ROI {return on investment) for hackers to get to it by building viruses.

Mr. Arora said it is like population health — you want to go after the wider population.

Mr. Arora then addressed Threat Landscape — We are under attack! He showed a series statistics showing
internai and external threats that NYC Health + Hospitals IT Security deals with and counters. He said that
threats inciude 1,000 viruses blocked each week; NYC Health + Hospitals em ployees trying to access
malicious Websites 26 million times; 7,000 users have been blocked from sending sensitive information
since 2015; and there are 23,000 denials of service weekly. Mr. Arora said we block 35,000 ePHi {electronic
protected health information) records from being sent weekly; and two Ransomware attempts were
thwarted in the past six months.

Mr. Arora showed that 2 million SPAM messages are blocked weekly and 36% of the attacks come from
outside the US, with China, Taiwan and Brazil being the top three.

Mr. Arora showed a slide called Threat Landscape — Phishing Problem. He said the Security team randomly
chose 700-800 users across various departments and sent a SPAM email to see how aware they were. He
said almost everyone who viewed it, clicked on it. These messages included messages about checking your
HR status or getting a fax. Mr. Guido reiterated that we do this to educate our folks out there not to do it

Dr. Raju asked if there can be something like caller ID or call-blocking, like we have on phones for email. Mr.
Guida responded we have provisions like this in place but the problem is you get emails in your SPAM
folder that you do not want. He said we need to gauge what is SPAM and what is not. We need to ensure
that we are not blocking legitimate emails.

Dr. Raju asked that if someone is not in his address book, can the email get blocked and have a message
stating that they need to be added to his address book in order for him to read the email. Mr. Guido
responded that we have the capability but it needs to be rolled out slowly with education for users.

Dr. Raju said we have to understand the magnitude of the issue since it is only going to get bigger.

Mr. Arora stated that we can “build more mousetraps” but the weakest link is the human being. He said we
have to focus on people. He told the committee that EITS blocks 2 million emails per week but something
can always get through so we have to teach people.

Dr. Raju said that the human factor makes us curious and we want to see things. He said we have to tell
people this is a workplace and you should only get work-related emails.

Mr. Guido said we have to be very proactive about what is going on in the marketplace since it changes all
the time. He reiterated that we need to show the committee the magnitude. Dr. Raju said it is mind-

boggling.
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Mr. Arora spoke to Threat Landscape — National Emergency! He said that on Aprif 1, 2015, President Obama
signed an Executive Order making cybersecurity a national emergency and included health care as one of
16 critical infrastructures.

Mr. Arora spoke to the slide, “What are we doing about it?” He said that the team focuses on three simple
phases: What we do before, during, and after the attack. He said we have to recognize that we cannot
prevent everything so we need to respond to and recover from attacks. He said the slide shows how we
measure information security: Ad-Hoc, Partial, Risk-Aligned, and Adaptive. He said we marked our goals on
the slide.

Mr. Guido showed that Mr. Arora’s team has prioritized those groups that need the most attention. He said
we reached some of our goals but we have a lot of work to accomplish. Mr. Arora said we need skilled
people and the right processes, not just the right mousetrap.

Dr. Raju asked if the team takes into account the changing nature of these threats. Mr. Guido responded
that is the reason we partner with Homeland Security and the FBI, so that they can relay threatsto usin a
proactive way and we can react to it. He said we need to get to a level that is adaptive, so that we can
adapt to any circumstance. He said it is a lofty goat but it is the ideal state of where we want to be.

Dr. Raju asked if this is about having better technology or the right people. Mr. Guido said it is really about
the right processes and education. Mr. Arora said it takes 30-35 seconds for an individual to recognize
SPAM, which is faster than the most advanced technology out there.

Mr. Russo asked if the problem is just opening the email or clicking on a link. If you don’t open it, you do
not know if it is legitimate. Mr. Guido said responded that there are some really nasty viruses out there. He
stated that NYC Health + Hospitals gets 4-5 million emails per day and 80-90% are blocked.

Mr. Arora concluded by introducing the term CyberFlu. He likened people not taking cyber security
seriously with those who do doubt the need for flu shots. He said that the CDC analyzed 14 vears of flu-
related communications to highlight the public’s views on it and why people do not get their shots. The
categories included: people feel that they are not susceptible; they question its effectiveness; they fear side
effects; they think that preventive measures are enough or more effective; etc. Mr. Arora said you could
switch the word “flu” with “cyber security” and you would get the same results.

The Committee thanked Mr. Arora for the presentation.

There being no further business, the meeting was adjourned 4:55 PM.



CHIEF INFORMATION OFFICER REPORT

Information Technology Committee of the NYC Health+Hospitals Board of
Directors — November 3, 2016 @ 2:15PM

Thank you and good afternoon.

For today’s meeting, I thought it would be important to have my Service Line Leaders
present to the IT Committee their respective program updates on four (4) major
initiatives that Enterprise IT Services has underway. This afternoon you will hear the
following staff provide program updates on:
* Vijay Saradhi, AVP Data Sciences - Compass Platform
* Janet Karageozian, AVP, Business Applications — Enterprise Resource Planning
(Project Evolve)
¢ Alfred Garofalo, DPM, Sr. AVP, Clinical Information Systems/Michelle Hyde,
Sr. Director- Meaningful Use
* Alfred Garofalo, DPM, Sr. AVP, Clinical Information Systems/ Julio Santos, Sr.

Director — Radiology Integration Program

Due to a scheduling conflict this month, the leads for the Electronic Medical Record
(EMR) /Project Go were unable to be here and present their update. They will provide

their program update at our December IT Committee meeting.

Before the program updates, I wanted to update the Committee members on the results

from the Enterprise IT Staff Survey that I reported on in June.

Enterprise IT Services (EITS) Staff Survey:

* InJune 2016, a short questionnaire was developed and distributed to all EITs staff to
gauge their overall satisfaction in their work experience within our Division as well
as to hear their feedback and comments.

* Since I began my role as Interim CIO in February 2015, I have tried to keep our

1100+ EITS staff informed, engaged and educated on the strategic initiatives put forth
1



CIO Report to the IT Committee
November 3, 2016

by Dr. Raju in his vision 2020. I believe that EITS staff should be cognizant of their roles
within the NYC Health + Hospitals, how they contribute to its success and make our patient’s
healthcare experience better, 1also want our staff to be satisfied in the work they accomplish.

* We engaged a third party with the responsibility to disseminate the survey, collecting
the responses and ensuring that the confidentiality of all respondents was maintained.

. Response rate to the survey was 40%. Results from the survey showed that EITS
initiatives were progressing well relative to expectations with staff generally satisfied
with their roles and how they support EITS initiatives.

* However, there is still room for improvement. Women within the division expressed
concern in several areas such as collaboration, communication and project
scheduling.

* In order to better understand these concerns, earlier this month we held a series of
focus groups for all women EITS staff to meet and discuss these findings. An
independent third party was engaged to facilitate these sessions and aggregate the
results into themes and recommendations.

* My goal is to use these recommendations to create next steps in making EITS a more

productive and satisfying work environment.

This completes my report today. Thank you.
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